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Wholesaler specializing in professional and 
management liability
Established August 1999
Specialist and knowledgeable team
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Specialist and knowledgeable team



Overview and Market EvolutionOverview and Market Evolution

Most property policies exclude 
cyber/virus/e-risk exposure
A market of specialist insurers has 
grown to fill the gap
Specific policies introduced to address 
ever-increasing exposures – CFC, AIG, 
Hiscox and many others
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Why Protect Against Cyber Losses?Why Protect Against Cyber Losses?

Protect bottom line
Protect reputation
Due diligence 
Regulatory and legal requirements
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What Are Cyber Risks?What Are Cyber Risks?
Cyber risks are losses and liabilities that a company faces as a
result of using the Internet, computer systems and email
Examples include:

Liability to a third party due to libel contained in email
Liability to a third party due to a virus transmitted by you
Damage to your computer network due to harmful virus or 

hacker
Loss of revenue due to downtime of computer systems caused 

by a virus or hacker
Theft of your money due to hacking or employee electronic 

theft
Threats or extortion relating to your computer systems
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How can you protect the organization?How can you protect the organization?

IT Defenses 
Policies and procedures
Risk transfer
Cyber coverage
Technology partnerships
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Cyber Risk ManagementCyber Risk Management
IT defenses

Firewalls
Anti-virus protection
Intrusion Detection Systems
Encryption
Back-ups
Content filtering
ISO 17799

Note: Most of these defense are reactive and 
therefore, by their very nature cannot be 100% 
effective
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Cyber Risk ManagementCyber Risk Management
Policies and procedures

IT security policy
Employee internet and email use policy
Backup and creation of off-site storage 

policies
Disaster recovery plan
Software patches

Note: All polices and procedures rely on 
human beings and therefore, by their very 
nature, cannot be 100% effective



Cyber Risk TransferCyber Risk Transfer

Traditional property policies were not intended to 
protect intangible assets such as IP and data
Traditional liability policies rely on BI/PD triggers; 
there is no cover for financial loss arising out of 
breach of privacy, etc.
Traditional liability policies will not cover damage to 
third parties’ intangible property
Property, liability and PL policies all introduce 
virus/cyber exclusions
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Cyber CoverageCyber Coverage

First and third party coverage available
Modular policies

Media Liability
Network Security
Professional Liability
Damage to Your Systems
Business Interruption
Electronic Theft
Threats or extortion
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Media LiabilityMedia Liability
“Media event” means:-

any libel, slander, plagiarism, product disparagement or 
trade libel, or
any breach of confidentiality or rights of privacy, or
any breach of any intellectual property rights, or
any negligent content, 
as a result of electronic communications carried out by you 
or by any other person, persons, partnership, firm or 
company acting for you or on your behalf, or purporting to 
be you or act on your behalf, or
any breach of any statutory duty relating to electronic 
communications.

“Media event” means:-
any libel, slander, plagiarism, product disparagement or 
trade libel, or
any breach of confidentiality or rights of privacy, or
any breach of any intellectual property rights, or
any negligent content, 
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be you or act on your behalf, or
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Media Liability IncidentMedia Liability Incident

Eli Lilly is sued after a programming error 
results in the disclosure of approximately 700 
email addresses belonging to participants in 
the company’s Medi-messenger service
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Network SecurityNetwork Security

“Technology event” means:-
any third parties’ financial losses arising directly from a 
hacking attack or virus that has emanated from or passed 
through your computer systems, or
any third parties’ financial losses arising directly from their 
inability to access your computer systems in the way in 
which you have authorized them to as a direct result of your 
computer systems’ failure or impairment due to a hacking 
attack or virus, or
any third parties’ financial losses arising directly from the 
loss or theft of data for which you are responsible or held to 
be responsible.

“Technology event” means:-
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any third parties’ financial losses arising directly from their 
inability to access your computer systems in the way in 
which you have authorized them to as a direct result of your 
computer systems’ failure or impairment due to a hacking 
attack or virus, or
any third parties’ financial losses arising directly from the 
loss or theft of data for which you are responsible or held to 
be responsible.



Network Security IncidentNetwork Security Incident

Georgetown University server is hacked, 
exposing name, address, date of birth and 
Social Security numbers of more than 40,000 
people

Georgetown University server is hacked, 
exposing name, address, date of birth and 
Social Security numbers of more than 40,000 
people



Damage to Your SystemsDamage to Your Systems
We agree to reimburse you for rectification costs, subject to our 
prior written agreement (such agreement not to be unreasonably 
withheld) which you incur

in retrieving, restoring or replacing any of your computer 
records (or any other computer records for which you are, or 
you are believed to be, responsible) that you first discover 
during the period of the policy have been destroyed or 
damaged or lost or mislaid (and which after diligent search 
cannot be found), or
in repairing, restoring or replacing any of your computer 
systems that you first discover during the period of the 
policy have been damaged, destroyed or altered
as the direct result of any hacking attack or virus first 
discovered during the period of the policy.
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Damage to Your Systems IncidentDamage to Your Systems Incident

A member of the IT department of a large 
international stock broker is denied a 
promotion.  He places a logic bomb in the 
company’s computer system shutting down 
their trading platform at 9:30 AM every 
Monday.
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Business InterruptionBusiness Interruption
We agree to reimburse you for loss first discovered during the period of 
the policy by reason of any business interruption loss as the direct result 
of any hacking attack or virus.

“Business interruption loss” means the difference between the 
revenue, including advertising revenue, that you reasonably project 
has been lost solely and directly as a result of a failure in your 
capability to use your computer systems or access your computer 
records and the costs that you would have incurred, but which you 
have saved as a result of not making those sales (including the cost 
of raw materials, and other saved costs).
This amount shall be determined by the Claims Managers named in 
the Schedule based on an analysis of the revenue generated and 
costs during each month of the twelve months prior to the loss and 
taking into account the reasonable projection of future revenue and 
costs and all material changes in market conditions which would 
affect the future revenue and costs generated.
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Business Interruption IncidentBusiness Interruption Incident

E*Trade insured loss exceeds $5 million from 
downtime due to a hacking incident
E*Trade insured loss exceeds $5 million from 
downtime due to a hacking incident



Electronic TheftElectronic Theft

We agree to pay on your behalf any loss due to your receiving 
threats, either directly or indirectly, which you first discover
during the period of the policy,

to introduce any hacking attack or virus into your computer 
system or your computer records, or 
to disseminate, divulge or utilise information contained or 
once contained in your computer system or your computer 
records, or
to damage, destroy or alter your computer system or your 
computer records.
by any person who then demands ransom as a condition of 
not carrying out such threats.
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Electronic Theft IncidentElectronic Theft Incident

Citibank lost more than $11 million to a 
hacker using an old computer in an 
accounting office in St. Petersburg, Russia.  
Approximately $500,000 of the money was 
never recovered. 
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Threats or ExtortionThreats or Extortion

We agree to pay on your behalf any loss due to your receiving 
threats, either directly or indirectly, which you first discover
during the period of the policy,
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computer records.
by any person who then demands ransom as a condition of 
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Threats or Extortion IncidentThreats or Extortion Incident

A dismissed IT department employee 
encrypted the entire database of his previous 
employer and then demanded $2 million in 
ransom.  The company found out that it 
would cost at least $10 million in computer 
and employee time to undo the damage.
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Top 10 Customer Data Loss IncidentsTop 10 Customer Data Loss Incidents
CardSystems - 40 million
Veteran’s Affairs – 26 million
Citigroup – 3.9 million 
DSW – 1.4 million 
Bank of America – 1.2 million 
Wachovia/PNC/BoA – 676,000 
TimeWarner – 600,000 
Georgia DMV – 465,000 
LexisNexis – 310,000 
USC – 270,000 
Marriott – 206,000
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“The Edge” Website Functionality“The Edge” Website Functionality

Risk AnaylsisRisk Risk AnaylsisAnaylsis



ISO 17799 ComplianceISO 17799 Compliance

 



How to Identify Your ExposureHow to Identify Your Exposure
 

 

Question Answer 
 

Yes/No

Major exposures Is cover available 
under commercial 
policies? 

Do you have a website? Yes/No 

• Breach of intellectual property 
rights. 

• Libel & slander 
• Misleading advertising/pricing 

 
Yes/No 
Yes/No 
Yes/No 

Do you hold HR/payroll 
data on your network? Yes/No • Breach of employees’ privacy 

rights Yes/No 

Do you allow staff to 
use email and the 
internet? 

Yes/No 

• Libel & slander 
• Damage to your systems due to a 

virus or hacking attack 
• Damage to third parties systems 

by you forwarding a virus. 
• Employees creating or sending a 

virus to your business contacts 
• Employees hacking activities 
• Breach of  privacy laws. 

Yes/No  
 
Yes/No  
 
Yes/No  
 
Yes/No 
Yes/No 
Yes/No 

Do you allow suppliers 
to access your 
network? 

 
Yes/No 

• Damage to your computer 
systems due to a virus or hacking 
attack. 

• Consequential loss to your 
business due to downtime. 

Yes/No 

Do you operate a 
bulletin board, 
discussion forum or 
chat room?  

Yes/No 
• Libel & slander 
• Breach of intellectual property 

rights 

Yes/No  
 
Yes/No 

Do you have sensitive 
data accessible through 
your web server? 

Yes/No 

• Libel & slander 
• Breach of intellectual property 

rights 
• Breach of Data Protection Act 

Yes/No  
 
Yes/No  
Yes/No 

Do you transact 
business via your 
website or rely heavily 
on Email?    

Yes/No 

• Damage to your systems due to a 
virus or hacking attack 

• Your lost revenue due to a virus or 
hacking attack 

• Breaches of statutory duties 
regarding the advertising or sale of 
goods or services by e-commerce  

 
Yes/No 
 
Yes/No  
 
 
Yes/No 

Do you hold/obtain 
customers’ credit card 
details and personal 
details on your 
network? 

Yes/No 
• Breach of Data Protection Act. 
• Third parties financial loss due to 

dishonesty of your Employees 

Yes/No  
 
Yes/No 
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David Hallstrom
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