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Overview and Market Evelution

% Vost property policies exclude
cyber/virus/e-riskeexposure

“ A manket ol specialist Insurers hias
grewnrterilisthergeap

% Specific policiesinteduced e addiiess
eversincreasing exposiies — CEC, AlG,
IHISCOX anE RN CLIERS




Wiy Protect Against Cyber: |L6sses?
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Wihat Are Cyher Risks?

% Cyber risksiarelesses and liahilities; thiat: a company. faCes as a
result et using the Interner, compuitersystems; and email

% Examples include:
> LLiability: ter a third parysduesieiivelfcontanied nRrenail
> Lialility: te) a thire p a2 d e e aWirlis, tianSimitted oy /o

»Damage te yourcomputerneiverkedtieter ammitiVviis o),
hacker

»_0SS| 6 revenue dueNerd oWnlimeE G ComPULE Sy/SiEmS caused
By a VIruS; Gr HACKeE,

> [helt e yeurmeney d UeNoECKINURCIFEMPl GYES EIECIORIC
theft

» hreats; et exterten el aungrier o usComPULEr Sy/STIEmS




IH oW cani youl protect the organization?

POlICIES aneiproceal




Cyher Risk: Management

I defenses
“*Elrewallls
“ Anti-Virus; pretection
“*Intrusien Deleclon Sy Stems
“*Enchy/puen
“»Backelps
weontentiternng
SO V790

Note: Most ol thESE dEelensSerareeactive anad
thererore; by thentVvernattrercannohe 400%
effective




Cyher Risk: Management

Policies and procedures
“*IT security policy
*Employee internet and email use policy
*Backup and creation of off-site storage
policies
**Disaster recovery plan
*Software patches

Note: All polices and procedures rely on
human beings and therefore, by their very
nature, cannot be 100% effective




Cyer Risk Trransfer;

* Traditional preperty peliciestwere nerintended o
protect Intangeiblerassers sticlrasy | Pranadieaie

* Traditional ety peliciesielN enrBl/PDNHeeErs;
there s ne coveriovifinanciaiN eSS aiising Out o
preach oif prHVacy, etic:

* Traditenal iabmty peliciesawilifnel CoVer danmaee o
third parties: intangiiel e propery

“ Prepenty; lianilii/andr Pl pelicies aliNpifeduce
Virus/cyher exclusieons




Cyler Coverage

s Eirst and third party, coverage available

* Moedular policles
» Media LCiaemiiGy
> Networks SECUIrILy,
» ProfiessionaiNEruaniby
» Danmageter YoulmSySienis
» Business! Interrupien
» Electronic el
» llhreats or extortien
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Media Liability,

“Media event”™ means:-

= any libel; slander;, plagiarisag product disparagement or
trade lilel, o

= any breach eirconiidenuality e igts Gl PIVaCYA o)
= any breach eiranyAntellecitaliproperty rHghts; o
= any negligentcontent

= 3s arestlireirelecirenicicommunpicatons canied ouitoy you
O By any/ CLHERPESEI PESOIS, PaltAErS I, i or:
Companyactne eINeureIReRINGUIREIall; O PUIPGIING 10
BE VU OF act RN eUIRERRITHG);

= any:hreach o any/ statliter A dunAre augrierelecironic
communicalons:




Viedia Liability, Incident

“ Elir Lilly 1s sued alter a programiming error:
results 1in thedisclesule ol approximiaiely: 700
email addresses Beleoneinel to participants in
the company/’ s Medi=mesSenger Service




INetwork SecUrity,

“Technoelogy event” means:-

any. third parties fimancialessesranising directlyfiiem a
hacking attack: ervirus: thiat-hiass emanated oo passed
threughryeuir CompULeEr SY/SLERS; Ol

any thirdipartiesiinancialiNesses arisinardirecty e mrtiern
Inability’ teracCESSHGUIF COmpPULER Sy StEmSHRthe Wayiin
WhHICh yeuraverautherHZed i Emer as ardireciesul - eiiyeu;
Computer systems altrerorimpaimment dueter aiacking
attack @ Virus; O

any: thirdipartiesfinancialNiossestansingrdirecuy iremrthe
0SS O thEelit affdataferWhlChinyourareNesponsinlererield to
PE responsikle:




Network Security: Incident

* Georgetown URVersitysSeiVeris hacked,
EXpPOoSsIing name, addiess; datereibirth and
Sociall Securty  numiBers el mere: thian 40,000
people
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[Damage toe) Your Systems

\We agreeto reimburse yVou el ectiilcanien Costs, subject Lo our;
prier Wrtten agreement (Suchragreement not 1o he unreasoenaly;
withiheld) which yeurincur

= A retreving, restorng orreplacingrany ety ol cormputes,
records (o any:elrher compuierecords o WilClityousare, o
you are believedieres resperRsihbie) thay/euNist diSCoVer
during the pernedreifthepelicy iaVve BEERNE eSO 0l
damagedieriesirermisialdNandawhichraiterrdiligent-search
canneL heleunRd); o

=i repailing;, restorne e Eplacing any ol o U ConmpPULes;
SyStems; that yoursirdisceverdunngithie peredreithe
policy: aveheen damieoed s destieyedioraliered

= 3s thedirect resulizoiranyiackineratiackeGrVirlis st
discovered durng the peredroirthepelicys




Damage te) Youlr: Systems lncident

* A member o the liF department el alarge
internatienallsteck breker Isidenied a
promotien. Heplaces a legic hemiarin the

company:s computersysten shutting dewn

thelr tracdingl platiermrai s SOrAN every,
Monaday:
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Business Interruption

\We agree to reimburse you for lessHirstdiscovered durng the perod o
the policy by reasoen oiff any: businessinterupLion |ess as; the difect resuli
off any: hacking attack:ervirus,

- “Business intertupueniess S means: the diiferenceheiweentthe
revenue; includingradVerisinarrevenue; thateueasenably project
has, heen lesiisplelyiandidirectly as  arresulioirasian urenn o ur
capability, ter USENGUIFCOMPULER SYSIENS O aCCESS VO COnPULES:
records and thiercostsithiayeunweildiaverncurred, uEwWhaIchou
have savediasi aresulroimpimakneithese sales (Including the cost
Off raw; materials; and oersavedlCosis):

. This;amoeunt shalferd eterminedMyAeN e amistVianagerssmaned i
the Schedulerbasedrenran analysisteitieNevente generated and
COSIS durng eachrmonthroithe el Vermentis prer tortheloss and
takinglinteraccount thereasonahlerprejeconRroifltuie revenue and
costsiandallfmaternali changesiinimarkercondiiens which would
affect theruturerevenue and costs GENERaLEds




Business Interruption; Incident

o E*Trade NSUEC I Jo
downtl due t




Electronic Iheft
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% \We agree to pay on your behaliFany loss due te yeulr recemnving
threats, either directly: or Indirecuys wWinlich e uirst discoVver
during the perod oiftthe pelicys

" [0 Intreduce anyhiackingrattacke oV SHRLeN/GUIFCOmPULEY,

Sy/stem| oy euCompPULERECOHSS O
" [0 disseminate;diviigererrumiisenniernauen contamed o)

once contarmedinyolir cCompUtERSYSIER 0 VO COMPULE)

records; o

" [0 damage; destioy o aliereuIRCompPULER SY/SIENT O o
COmpULer records:

= Py any; persen Wherthen demeandsianseias: aicondition of

net cayingl eut SUCH threatss




Electronic TTheft Incident

“ Citibank lost mere than $SLdmilliensie a
hacker using anreldicemputerin an
accounting eificenm St. Petersiurg), Russia.
Approximately 500,000 el thiermeney Was
NEever recevered.




Iihreats or Extortion
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% \We agree to pay on your behaliFany loss due te yeulr recemnving
threats, either directly: or Indirecuys wWinlich e uirst discoVver
during the perod oiftthe pelicys

" [0 Intreduce anyhiackingrattacke oV SHRLeN/GUIFCOmPULEY,

Sy/stem| oy euCompPULERECOHSS O
" [0 disseminate;diviigererrumiisenniernauen contamed o)

once contarmedinyolir cCompUtERSYSIER 0 VO COMPULE)

records; o

" [0 damage; destioy o aliereuIRCompPULER SY/SIENT O o
COmpULer records:

= Py any; persen Wherthen demeandsianseias: aicondition of

net cayingl eut SUCH threatss




TThreats oy Extortion Incident

* A dismissed I department employee
encrypted the entirerdatanase ol s previous
employer and then demanded S22 millicn in
ransem. Fhecompany eoune eut thab i
would cost at least SLOrmliien in.cempuier
and employee time terunedoertne damage.




Top 10 Customer Data ILess Incidents

% CardSystems; =40 million

s \/eteran’s, Afialrs — 26 millien

< Cltigroup =s:2millien

“ DSW="E4 mailiien

* BankeeirAmenca = L2 miliien
w\\achovia/PNE/BeA — 676,000
“» imeWarner=600;000

% Georgia DVIV=265;000

*» LexisNexis — 310,000

“» USC — 270,000

*» Marrett — 206,000




“Trhe Edge™ Welsite Functionality,

RiSkeAnaylsis

Function Mujor Loss Scennrios Insuran ce Covernge & Recommend n

3 1” Parly Covernge
Infringement by others on XYZ's onally Left Blank Start by knowing wh
i be accomplished by ©
below at n senrch engine such as

link:waww, XYZ com

Establish  linking policy in the ferms and

1 fions section of the website. Restrict access
and use hyperlinking agreements with all
nuthl purties. Track all hyperlinks and
monitor incoming traffic requests.

3" Party : Man ent Recommendations
i liable to someone else for Always utilize hyperlnking agreements. Post
gement of intellectual property notices waiving linbility for actions of third party
rights, (e.g., Copyright, Trademark websites. Notify users when they are leaving the
Infringement) XYZ website.




SO, 17799 Compliance

CYBER RI5K NSURABIITY ASIESSMENT
PREPARED FOR

Acme
Insurance




rs’ credit card
d personal

Is cover available
under commercial
policies?

Breach of intellectual property

rights.

Libel & slander

Misleading advertising/pricing

Libel & slander

Damage to your systems due to a
virus or hacking attack s
Damage to third parties systems
by you forwarding a virus.
Employees creating or sending a
virus to your business contacts
Employees hacking activities
Breach of

Damage to your computer
systems due to a virus or hacking
attack.

Consequential loss to your
business due to downtime.

Libel & slander
Breach of intellectual property
rights

Libel & slander

Breach of intellectual property
rights

Breach of Data Protection Act
Damage to your systems due to a
virus or hacking attack

Your lost revenue due to a virus or
hacking attack

Breaches of statutory duties
regarding the advertising or sale of
goods or services by e-commerce

Breach of Data Protection Act.
Third parties financial loss due to
dishonesty of your Employees
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